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Strategic considerations

● What enforcer has jurisdiction?
○ US state agencies, AGs
○ US Federal agencies (FTC, CFPB, Bureau of Con Pro)
○ EU & national agencies (out of my expertise) 

● Is your target strategic?
○ Look for signs that your topic is a priority
○ When does your law go into effect? When does 

enforcement start? 
○ Does the enforcer currently have the skillset to 

investigate your topic?

● Have you invested in relationships with 
regulators or enforcers?

EXAMPLE

FTC press releases & recent cases 
can give hints about commission's 
priorities.



Ethical considerations
● Are your participants on board?

○ Are you exposing consumers to known risks? 
○ Avoid pressuring your team into using personal 

accounts for testing 
○ Sharing PII often required or helpful

● Consider reaching out to offending 
parties before filing complaints.

● Avoid compromising your central 
goal for the sake of legal evidence
○ “Going fishing” is often not appropriate in 

science

EXAMPLE

Permission Slip is Consumer 
Report’s app for managing 
consumer data rights.

With privacy-sensitive users, we 
really want to make sure no one is 
surprised to be included in a 
regulatory complaint. 



Evidentiary considerations

● Is your data legally relevant? 

○ Collected from people in the relevant jurisdiction? 

○ Does evidence match the letter of the law & regs? 

○ Document religiously (screenshots, timestamps)

● Can you articulate a harm?

○ Helpful for complex enforcement arguments

○ Qualitative components are useful - one strong 

story could be enough for a case

○ Can you word a survey question to articulate harm? 

● Do you need evidence representing real people?

EXAMPLE

Virginia CDPA only covers 
businesses that process 100K+ 
Virginian data. Sometimes unclear 
whether health-related businesses 
in our study are covered.  



Practical considerations

● Can you get in-house lawyers/IRB on 
board? 

● Are you willing to wait? 
○ Enforcers often require confidentiality, for 

strategic or legal reasons

● Are you willing to go under the radar? 
○ Respect confidentiality norms to maintain 

relationships

○ Many states have “right to cure” violations

○ You may not receive public credit 

EXAMPLE

CPPA complaint form accepts 
unsworn or sworn complaints.



Do the thing!
1. Consider alternatives

a. Grassroots & consumer power

b. Class action or private litigation (private right of action”)

c. Media pressure

2. Identify enforcers & build relationships

3. Design UX/study with evidentiary & 
ethical concerns in mind

4. Gather evidence

5. File a complaint

6. Wait



Questions for discussion

● What stops you from working with enforcers? 

● What questions do you have about the enforcement 
processes? 

● For those with expertise outside the US, what is your 
experience and advice?

Off-topic topics for later
● Baseball teams & facial recognition

● Let me convince you that the most understudied topic in privacy & consumer protection: sex industry & sex workers

● The federal APRA committee meeting happening as we speak!

● Loyalty programs, financial incentives


